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Abstract 

Today, getting products online is one of the easiest and most convenient options for users. 

Plenty of service providers across the globe offer this service, allowing users to order any 

product from any geographical location. Users can select, view, and compare products online, 

either with an account or without one. Once a user selects a product, it is necessary to pay for 

it using one of the available payment mechanisms. Most payment gateways today are enabled 

with two-way authentication mechanisms. Each time a user enters their credentials, a random 

Rich Reliability Alphanumeric Code (RRAC) is generated and communicated to the user via a 

short text message. This information is generated randomly, so even if the same user continues 

the operation or initiates another transaction, they will never receive the same RRAC. This 

process is performed by the RRAC server using symmetric key authentication mechanisms. 

This information exchange is highly secure because the key is known only to the transaction 

creator and receiver. Any hacker attempting to steal the RRAC would have no clue as to which 

product the information pertains to. In our proposed paper, this process is explained in a three-

step mechanism: RRAC recordkeeping, RRAC sign-on, and RRAC process. The proposed 

mechanism is more secure than the existing one-time password mechanism. Our investigation 

outcomes have proved that this method is more secure and efficient. 

Rich Reliability Alphanumeric creation 

 

I. INTRODUCTION 

Today, users have the flexibility to pay for any function using net-based transactions, which 

can be done via net banking, UPI, and card-based transactions. With every purchase, users are 

required to pay the amount via a link or a site that prompts them to use the payment gateway. 

However, this process increases the chance of users misleading credit providers. Figures 1–3 

below clearly illustrate how this type of transaction has increased globally over time. The 

amount involved in these scams has increased due to various factors, one of which is security 

concerns associated with card transactions.  

Nowadays, most card systems are enabled with two-factor authentication. From the user's side, 

they are asked to enter a four-digit secret code. However, this code can be easily tracked or 

recorded by hackers. Many users are unaware of the importance of the four-digit secret code 

and trust others, often sharing this number. Additionally, they may not change this number for 

many years. Most of these numbers can be easily predicted by hackers, such as using birth 

dates, school or college completion years, or relatives' birth dates. This type of information is 

easily predictable and crack able by hackers. 
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The second step of authentication is provided by the service provider. Normally, the service 

provider also provides a four-digit authentication code after the request is made from the 

sender's side. Once the first step of verification is completed, users are required to enter the 

service provider's authentication code. This code is generated randomly by the service provider 

each time a transaction is initiated by the user. Even if the same user performs multiple 

transactions on the same day, the generated code is different each time. This code is 

communicated to the sender via SMS or email. Users are required to enter this number to 

complete the transaction.  

This random number generation provides strong protection from the user's side, as it is not easy 

for hackers to guess and does not provide any clues. Each time this Rich Reliability Creation 

Text (RRAC) is generated by the provider, it is done with the help of three different servers. 

One server initially collects the user's credentials and is responsible for registering the user as 

a customer after proper verification by the user. The second server allows the user to enter the 

system using the credentials generated in step one, verifying the secret code provided to the 

user at the time of registration and allowing the user to continue their operations. The third 

server is responsible for generating the Rich Reliability Creation Text whenever the user 

completes the first step of authentication. This number or text is generated randomly for each 

of the user's transactions.  

There are several ways in which these details are stolen from the user. Most often, this 

information is taken when a user makes a purchase, with someone standing nearby to watch 

the credentials entered by the user. In many cases, users receive random calls asking for their 

credentials. This process is illustrated in Figure 4. Additionally, users often receive fake calls 

in the name of service providers requesting their details. Another common method of 

information collection is through garbage.  

Many customers throw their credit card bills or transaction receipts into the trash without 

properly tearing them, which can allow hackers to easily collect details. Sometimes, users 

forget to collect their bills or refresh the process while shopping, which enables hackers to 

collect customer credentials. This type of information is typically stored in sellers' databases, 

and hackers may pay certain amounts to sellers to obtain these details. 

 

Fig 1: Worldwide credit card scam damages  

(source https://cybeready.com/comprehensive-guide-to-fraud-detection-management-and-

analysis/top-10-credit-card-fraud-detection-solutions-in-2023) 
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Fig 2: Scam at a glimpse 

(source https://dailyillini.com/news-stories/champaign-urbana/2023/03/18/credit-card-fraud-

cu/) 

 

Fig 3: Online transaction loss snapshot 

(soruce: https://www.juniperresearch.com/press/ecommerce-losses-online-payment-fraud-

48bn/) 

 

Fig 4: High priority of users details collections  

(https://seon.io/resources/fraud-detection-and-prevention/) 

https://www.juniperresearch.com/press/ecommerce-losses-online-payment-fraud-48bn/
https://www.juniperresearch.com/press/ecommerce-losses-online-payment-fraud-48bn/
https://seon.io/resources/fraud-detection-and-prevention/
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II. EXISTING SYSTEM 

 Online transaction password in not secure. 

 Hackers can easily access the transaction details. 

 No security. 

 Customer do not want to change the secrete number provider by the bankers. 

 Number are not change long period of time. 

 Using the card for repetitively in the same locations without changing the four digit secret 

code. 

Draw back of the existing system: 

 Easy to predict. 

 There is no proper security mechanism. 

 It is easy to trace the four-digit pin number. 

 Card details are explained to everyone. 

 Number of visible. 

 There is no security awareness. 

 

III. PROPOSED SYSTEM 

 In the proposed system, the one-time authentication is time-based; the secret number is 

validated for only a limited period of time,  

 Utilizing Rich Reliability Alphanumeric Creation. 

This provides very secure transactions when using credit cards. 

• Two-step authentication is initiated for each transaction, requiring users to follow this 

procedure. 

• Users will receive an alert message after the second wrong attempt. 

• It is difficult to guess the randomly generated authentication code. 

• Each second step of authentication is generated by a different server. 

• Hackers are unable to predict the network flow of the transactions 

 

Advantage of proposed system:   

 Rich Reliability Alphanumeric Creation (RRAC) is utilised for authentication purposes. 

 RRACs are generated randomly by different servers. 

 Hackers are unable to predict the transactions. 

 The same user conducting multiple transactions will receive different secret numbers. 

 User credentials are stored in a highly secured database. 

 Each time, users are required to undergo two-step authentication. 

 Time-based authentication is implemented. 

 Card details are securely stored. 
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IV EXPERIMENTAL SETUP: 

Today, most transactions are happening online, allowing users to purchase or sell products via 

the internet. They can pay or receive amounts through online payment gateways using net 

banking or card-based transactions. This opens up opportunities for hackers to obtain user 

details in various ways, motivating them to steal information during financial transactions 

conducted online. To address this issue, there is an urgent need for additional authentication 

during online transactions. Scams on this platform are increasing daily due to various factors, 

so enhanced security measures are necessary.  

The proposed method, shown in the figure, involves a three-step authentication process. Every 

time a user initiates a transaction, they must go through these steps, ensuring operations are 

performed efficiently and safely without any delay. In the proposed architecture, users' 

information is initially collected and stored. Each time a user initiates a transaction, the system 

verifies the user's information before allowing them to proceed further. The entire process is 

divided into various modules, such as user demand, user receipt, generation of Rich Reliability 

Alphanumeric Text (RRAC), facility supplier, receiving the RRAC through a short text 

message, and the procedure for performing the entire process. This procedure provides 

enhanced security and ensures that hackers cannot obtain any user details. 

Most payment gateways today are enabled with two-way authentication mechanisms. Each 

time a user enters their credentials, a random RRAC is generated and communicated to the user 

via a short text message. This information is generated randomly, ensuring that even if the same 

user continues the operation or initiates another transaction, they will never receive the same 

RRAC. This process is performed by the RRAC server using symmetric key authentication 

mechanisms. This information exchange is highly secure because the key is known only to the 

transaction creator and receiver. Any hacker attempting to steal the RRAC would have no clue 

as to which product the information pertains to. In our proposed method, this process is 

explained through a three-step mechanism. Normally, the service provider also provides a four-

digit authentication code after the request is made from the sender's side. Once the first step of 

verification is completed, users are required to enter the service provider's authentication code. 

This code is generated randomly by the service provider each time a transaction is initiated by 

the user. Even if the same user performs multiple transactions on the same day, the generated 

code is different each time. 

A. Procuring 

The primary operation performed in online transactions is purchasing items. Initially, the user 

is allowed to browse different items on the seller's site and has the privilege to compare these 

items with other existing products. Once the user selects a particular item, they proceed to pay 

online. The user will receive a procuring invoice, which is sent either via email or text message 

based on the credentials provided in step 1. After receiving this invoice, the user initiates the 

payment process. The user's request is then converted into a procuring order, and the payment 

for the item is initiated. This process is show in the fig5.  

B. Consumers Ultimatum 

Technology allows users to order items online with a single click, providing flexibility but also 

introducing unsecured transactions. Each time a user makes a purchase, they need to enter their 

credentials on the seller's portal. By knowingly or unknowingly sharing their personal  

information, users risk exposing their credentials to outsiders. This can lead to various misuses 

of financial information, as user details may be used by different vendors on various platforms. 

Additionally, users often receive fake calls claiming to be from service providers requesting 
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their details. Another common method of information collection is through discarded items. 

Many customers throw away their credit card bills or transaction receipts without properly 

tearing them, allowing hackers to easily collect details. Sometimes, users forget to collect their 

bills or refresh the process while shopping, which enables hackers to gather customer 

credentials. This type of information is typically stored in sellers' databases, and hackers may 

pay sellers to obtain these details. Users have no control over their information once it is stored 

online. Such information can be widely shared and used by different vendors. This process is 

shown in the fig 6 

C. Consumers Acceptance 

This process will take care of items ordered by different customers in various locations. Each 

ordered item is received by the central system. The system records each item, the number of 

items ordered by the customer, the customer's location, and any discounts if a bulk order is 

received. All the information is updated with the help of the central system. This system will 

manage the entire order information across the network, updating the respective customer or 

distributor based on the item descriptions and availability. 

 

Fig 4:  Proposed Architecture 
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Fig 5: Stage-1 Authentication System Flow 

 

Fig 6: Stage-2 Authentication System Flow 
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Fig 7: LEVEL-3 Authentication System Flow 

D. Generation of Rich Reliability Alphanumeric creation 

The entire process is divided into various modules, such as user demand, user receipt, 

generation of Rich Reliability Alphanumeric Text (RRAC), facility supplier, receiving the 

Check the 

Availability 

Initiate the process 

Multiple products 

Pay and buy the 

Stop the Process 

Initiate the transaction 

Select the product 

 

Banking 

Authentication 

Generate Password 

Communicate to the user 

Check the 
credentials 



 
 

  9 

Accountancy Business and the Public Interest 
ISSN: 1745-7718 

Volume: 40  
Issue Number:12 

www.abpi.uk  

RRAC through a short text message, and the procedure for performing the entire process. This 

procedure provides enhanced security and ensures that hackers cannot obtain any user details. 

Most payment gateways today are enabled with two-way authentication mechanisms. Each 

time a user enters their credentials, a random RRAC is generated and communicated to the user 

via a short text message. This information is generated randomly, ensuring that even if the same 

user continues the operation or initiates another transaction, they will never receive the same 

RRAC. This process is performed by the RRAC server using symmetric key authentication 

mechanisms. This information exchange is highly secure because the key is known only to the 

transaction creator and receiver. Any hacker attempting to steal the RRAC would have no clue 

as to which product the information pertains to. In our proposed method, this process is 

explained through a three-step mechanism. Normally, the service provider also provides a four-

digit authentication code after the request is made from the sender's side. Once the first step of 

verification is completed, users are required to enter the service provider's authentication code. 

This code is generated randomly by the service provider each time a transaction is initiated by 

the user. Even if the same user performs multiple transactions on the same day, the generated 

code is different each time. 

Several methods for the generation of Rich Reliability Alphanumeric Text (RRAC are 

registered under: 

 In Method One, each time a user registers for login or performs any transaction, they receive 

a four-digit text-based authentication code. This code is randomly generated and shared with 

users based on a time duration. This means the given authentication is validated only for a 

specific period. Once the time elapses, the code is automatically invalidated, even if it has 

not been used. This method is highly secure within the proper time limit. After the user has 

verified the code within the stipulated time, a second authentication is done based on time 

validation, requiring the user to enter the authentication code within the set timeframe. 

 The entire process is controlled and performed by three different servers. The first server 

checks the user's credentials, verifying if the user is valid. After validation, the second server 

checks the first step of the process, which involves the authentication service of the 

registered user. If the user is validated, they can continue their operations. After this process, 

the random generation service is initiated. Each time, the user receives a randomly generated 

password using different combinations, so the user has no clue or idea about these random 

numbers. If the user wishes to continue the same operations at the same time, the information 

is not repeated; new numbers are generated each time. Sometimes the numbers are generated 

based on a mathematical model, using certain calculations to produce the random numbers 

that are then shared with the user to complete the operations. 

The authentication generated by the server is done through different mechanisms. In the first 

method, each time the user initiates any transaction or login process, the service provider 

randomly generates and circulates a four-digit password to the user. Each time the user 

performs a transaction within the same period, they will never receive the same number; each 

transaction is treated separately and receives a new authentication number. This improves 

security, as neither the user nor a hacker will have any clue about the number they will receive 

at the time of the transaction. It is a highly secure mechanism to prevent hacking. In the second 

method, the procedure-oriented system involves every user's mobile, which contains a special 

procedure that takes care of the transaction. Whenever the user generates any operation, this 

procedure controls the process and generates a new token. For each transaction, the user 

receives a new token, which they have no prior knowledge of. 

E. Facility supplier 
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During financial transactions, most service providers or payment gateway authorities act as 

mediators between the client and the banks. They collect information and check the credentials 

of the users. After this process, they generate an invoice and send it to the user to pay the 

invoice amount using any payment gateway method, such as net banking or UPI. The service 

provider collects the invoice amount and sends it to the banks. The amount is then debited from 

the user's account, and a confirmation message from the bank is communicated to the user. 

This way, the entire transaction is monitored and controlled by the service provider, who may 

charge a nominal fee for these operations. For initiating this type of transaction, nowadays, 

transactions are completed via debit or credit card through various service providers. Most 

payment gateways today are enabled with two-factor authentication mechanisms. Each time a 

user enters their credentials, a random Rich Reliability Alphanumeric Code (RRAC) is 

generated and communicated to the user via a short text message. This information is generated 

randomly, so even if the same user initiates another transaction, they will never receive the 

same RRAC. This process is performed by the RRAC server using symmetric key 

authentication mechanisms. This information exchange is highly secure because the key is 

known only to the transaction creator and receiver. Any hacker attempting to steal the RRAC 

would have no clue as to which product the information pertains to. 

These transactions are done through debit or credit cards. Today, these cards are enabled with 

an electronic chip that contains the customer's credentials, eligibility, and link with the service 

provider. The card performs two types of functions when the customer uses it for any financial 

operations. Initially, when the customer swipes or uses the card, it checks if the card is valid. 

After this initial process, it requires first-stage authentication, where the user needs to enter the 

four-digit secret code provided by the service provider during card registration. Each 

transaction’s first step is validated against the information provided at the time of registration. 

After this validation, based on the operation, the user proceeds to the second step of the 

verification process. Each time the card is swiped against the machine, the two-step verification 

process is conducted, and only then is the transaction completed. After the first step is 

completed, a random Rich Reliability Alphanumeric Code (RRAC) is generated and 

communicated to the user via a short text message. This information is generated randomly, so 

even if the same user initiates another transaction, they will never receive the same RRAC. 

This process is performed by the RRAC server using symmetric key authentication 

mechanisms. This information exchange is highly secure because the key is known only to the 

transaction creator and receiver. Once this process is verified, the user gets a confirmation from 

the service provider. Whenever the user performs operations, this two-step process is initiated 

and completed each time, even for the same type of operations or transactions. This process 

never reveals any clues, ensuring that neither the user nor others get any information about the 

operations. If a hacker tries to steal any packets or information during the transaction, the 

information is received from three different servers, making it impossible to determine from 

where the information is received. Therefore, the entire transaction process is highly secure 

and safe. 

F. Receiving RRAT through text based source  

The entire operation is initiated and controlled by various devices nowadays, with the most 

popular device being the mobile phone. The phone's information is initially collected and 

verified by the service provider. Each user is assigned a unique customer identification number. 

Each time a transaction starts, the service provider checks the credentials against the customer 

identification number before allowing the operation to continue. Each time, the user receives a 

secret code or four-digit high-security code via an alphanumeric text message. This code is 

validated by the service provider, enabling the user to enter the information and complete the 
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operation. This information is received by the user's mobile phone with the help of the mobile 

phone network provider. These codes are initially shared and received by the network provider 

but are sent in an unreadable format. Once the information is received by the user, it is 

converted into a readable format using a conversion mechanism. This ensures that if a user or 

hacker tries to steal the information in transit, it remains secure and unreadable. If the user is 

out of their home area, this information is shared via various service providers, sometimes 

involving more than two or three network providers. At any time, the information is highly 

secured and converted into an unreadable format. Only once it reaches the customer's device is 

it converted into a readable format. The two-step verification and authentication depend on the 

device used by the user. Every device is capable of generating the secret code, and these codes 

are highly protected. If a user's mobile gets damaged or stolen, the user can immediately report 

it to the service provider, who will stop sending secret information to that particular device. 

 

Algorithms Used 

The RRAC procedure is the basic method used only in the user and service provider side 

functions. These values are known only to these two authenticated parties; the third party does 

not have any clue about these operations during the transactions. To perform the RRAC, the 

procedure is shown below. The generated outcome has a high value, so this value is reduced to 

eight bits of code. Each time this procedure is necessary, it fits into the device. This step is 

shown. Create the EVENT EXECU value. Let RRACK = EVENT EXECU (Value, E); 

RRACK is a 30-byte sequence. Here, the long-bit code is converted into smaller bits without 

loosing its originality. 

 

The procedure can be designated in 3 stages: 

Stage 1: Create the EVENT EXECU value Let RRACK = EVENT EXECU (Value, E) // 

RRACK is a 30- byte sequence 

Stage 2: Create a Conversation cypher of the RRAC EVENT EXECU= ToRRAC (RRACK). 

Stage 3: Mine the secrete RRAC assessment from the sequence RRAC=Trim (RRAC. 

RRACK)  

 

Procedure 

Communication Condensation CC = Communication Condensation ("AAFD") 

CC.apprise(Value,E) 

Productivity = CC.Alphanumericset() 

Temp = hexstring((productivity >> 8) & 0AOx) 

RRACK=Temptobyte sequence() 

RRACK=RRACK.byte.sub sequence(0,8) 

In the increasingly digital world, the necessity of an authentication process for any operation 

is crucial because transactions are performed by different users in various locations. Each time, 

authentication ensures that communication is conducted with authorised users. This validation 

guarantees that the transaction is performed by an authenticated person or system, providing 

additional comfort to the user community. Technology allows users to connect from different 

localities, and only this authentication ensures the smoothness of the transactions. Today, users 

from diverse backgrounds perform transactions digitally using the internet as the medium. In 
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such cases, a more robust authentication mechanism is required to complete the transactions. 

The proposed system for a two-step verification process is highly secure. Each time, the user 

receives a random secret number, providing more authentication and security for the 

transactions. The entire process is controlled and performed by three different servers. The first 

server checks the user's credentials, verifying if the user is valid. After validation, the second 

server checks the first step of the process, which involves the authentication service of the 

registered user. If the user is validated, they can continue their operations. After this process, 

the random generation service is initiated. Each time, the user receives a randomly generated 

password using different combinations, so the user has no clue about these random numbers. 

If the user wishes to continue the same operations at the same time, the information is not 

repeated; new numbers are generated each time. 

 

V. EXPERIMENTAL OUTCOME 

 

Fig 8: Merchandise Procedure 

 

Fig 9: Ingoing operator keyword 

 

Fig 10: Ingoing Client Particulars 
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Fig 11: Creating Rich Reliability Alphanumeric Code 

 

VI. DECISIONS AND UPCOMING IMPROVEMENT 

The proposed method, shown in the above involves a three-step authentication process. Every 

time a user initiates a transaction, they must go through these steps, ensuring operations are 

performed efficiently and safely without any delay. In the proposed architecture, users' 

information is initially collected and stored. Each time a user initiates a transaction, the system 

verifies the user's information before allowing them to proceed further. Each transaction is 

treated separately and receives a new authentication number, ensuring that the user never 

receives the same number within the same period. This enhances security, as neither the user 

nor a hacker will have any clue about the number they will receive at the time of the transaction. 

It is a highly secure mechanism to prevent hacking. In the second method, the procedure-

oriented system involves every user's mobile, which contains a special procedure that takes 

care of the transaction. Whenever the user initiates any operation, this procedure controls the 

process and generates a new token. 

A one-time password RRAC (Rich Reliability Alphanumeric Code) solution offers two-factor 

authentication using something you know, such as a secret code, which is communicated to the 

user's device via the RRAC procedure. As their label suggests, RRAC is validated only once 

during the transaction period. If the user continues the operations, they will receive new random 

values. RRAC avoids many shortcomings associated with outdated fixed passwords, the most 

significant being that RRAC does not provide any clue or hint to users. In other words, even if 

an RRAC is stolen, it can only be used once. RRAC solutions are ideal for companies where a 

remote workforce needs access to resources such as networks, mail, and web pages. They are 

especially useful when these resources are accessed through the Internet or an intranet. 
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