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Abstract 

Background: Managing cyber security issues in any organization, particularly banks, is one of the key duties of 

any human resources (HR) department. By setting rigorous standards, spreading practical understanding, and 

ultimately constructing a vulnerable-free cyber security environment, the HR's involvement in managing cyber 

security challenges has been expanding by leaps and bounds. Because any carelessness might pose an immediate 

threat to the organization, a human resource manager plays a significant role in teaching both staff and consumers. 
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INTRODUCTION 

Hiring the right cyber talent has become a challenging task to HR and in the first case the 

Human resource manager himself must have practical knowledge on cyber security. The 

employees consider Cyber Security as an IT related issue but it is not restricted to IT 

department, it the responsibility of every individual employee or customer of any organization 

particularly banks to learn how to manage cyber security issues in relationship with the banks 

as a customer or as an employee. Until one becomes victim to any cyber issue not one reacts 

and realizes the importance of cyber security knowledge.  

According to a research, cyber security breaches can cost at least 200 billion dollars every year 

progressing further and therefore global spending on the name of cyber security also 

exponentially increases naturally in order to protect from the causative threats and manage the 

live issues. 
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LITERATURE REVIEW 

The primary concern of a financial institution’s security system like a bank was to secure its 

physical data and its buildings. But, in contrast, the continuously evolving technology has 

played a significant role in transforming the classical business functions to be highly 

sophisticated and facilitated the digital operations of banking industry. However, a highly 

technology-oriented institution may encounter an array of challenges, because of the lack of 

customer awareness and cyber illiteracy which can lead to information breaches and hackers’ 

attempts to destroy crucial information. As a result, banks are required to be highly cautious 

and circumspective of such threats through the adoption of up to date cyber security systems 

to mitigate and control the cyber risks. 

 

RESEARCH GAP 

There’s an enormous cyber security talent gap in the banking industry. The ever changing cyber 

threats have forced the necessity of cyber professionals in both public and private sectors and 

the requirement is not optimum. 

With a lack of competent cyber security workforce, the organization becomes an easy target 

for hackers, leading to several damages including data breaches, loss of reputation, lack of 

profits, etc.  

There has been no proper research on how and why Human Resources Department should be 

equally equipped with the right skills to recruit the right cyber security experts with the latest 

updated knowledge. 

This research focusses on the importance of Human Resources Department in updating its 

knowledge in cyber security issues to recruit the right people and create awareness towards 

establishing cyber hygiene. 

OBJECTIVES 

The main objective of the study is to investigate into the role of HR in mitigating cyber security 

issues in the banks: Specifically, the study seeks to identify the HR’s role in the following: 

 HR’s role in finding out the best solutions to the current cyber security issues 

 Looking into the current challenges the HR department has 

 Procuring enough budget for Cyber security in the banks 

 Creating relevant policies 

 Working parallel with the IT department 

 Establishing proper training sessions 

 Empowering employees with the right tools 

 Strategy to create/spread awareness among the customers 

The meaning of Cyber Security 

The set of techniques, technologies, practices that can be followed to keep our systems, devices, 

transactions, data, online privacy safe from any type of intruders, hackers, cyber criminals or 

malicious attackers. 
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The importance of Cyber Security 

Cyber security is vital in this generation as it protects all types, categories of information or 

data theft and damage. The information can include highly sensitive data, Identifiable ultra-

personal information, highly confidential health information, intellectual property, financial 

information, important data which if falls in the hands of the unauthorized persons can lead to 

unprecedented loss. As the process of the digitalization is spreading very fast if an intelligent 

person has no knowledge he is vulnerable to cyber-attack at any point of time. Cyber-illiteracy 

or lack of Cyber security knowledge can land anyone in trouble. The knowledge of cyber 

security would lead the future world as cyber criminals keep finding their innovative ways to 

misuse any lacuna found in the security.  

Cyber Security encompasses all types of data in this digital world. Having a sophisticated cyber 

defense mechanism, programmers in place to protect the sensitive data is very crucial in 

everyone's interest in the world. In this society almost all types of people rely on critical 

infrastructure, such as medical help from hospitals/health care institutions and financial 

services like banking to keep our society running. From the point of an individual, any type of 

cyber-attack can lead to sensitive identity theft and cyber bullying, extortion attempts which 

can cause serious damage to the individual's life.  

We always rely on the safety of our data and personal information taking it for granted, to 

discuss a practical example, while logging into an application or while filling in the sensitive 

data like passwords, or a credit card pin, if the systems and networks and infrastructure have 

no protection, our crucial data would fall into the wrong hands.  

In this sense, we must be well-versed with the ever-changing technological trends and policies. 

The government, big organizations, all types of businesses, the military and other socially 

critical entities must take latest, updated cyber security measures to prevent huge loss, as they 

store huge amount of data on online, computers and other types of devices.  

Majority of this data comprises highly sensitive information. Any amount of exposure of this 

crucial data can be very harmful to businesses, personal reputation, customers’ trust in the 

organizations, employees’ responsibility etc. 

Cyber Security, its importance and relevance in the Banking Industry 

Banking industry is highly vulnerable as it is the first financial institution that is prone to 

vulnerability by all types of cyber-attacks. Any type of data breach can make the whole banking 

industry difficult to be trusted by its customers. Cyber threat can be a very serious issue, a weak 

security system can result in serious data breaches that can make its customers’ base to 

withdraw trust and save/invest money elsewhere. 

Everyone in this century seems to be going cashless, using digital money in the form debit or 

credit cards. In this regard it becomes very important to ensure that all types of measures are 

properly taken care of by establishing high priority standards. 

Private sensitive data falling prey in the hands of cyber criminals can do great harm. Recovering 

the loss of money or data is not an easy task as easy as it appears to be, and even if the legality 

comes into picture, and tries to protect the customer as per the law, it is almost not possible to 

put the fraudsters, criminals behind the bars immediately. 

The cyber criminals are concocting increasingly sophisticated techniques and designing highly 

effective or otherwise destructive malicious software (also known as malware) to escape 

antivirus detections. The best way to tackle such destructive threats is by understanding the 

very nature of the hackers and keeping our cyber awareness updated on the new attack evolving 
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techniques and scams being used. Having strict cyber security solutions in place will allow a 

bank to achieve it. 

The below illustration shows the importance of Cyber Security in the banking industry 

 

The Types of Challenges to a Human Resource Manager in the Banks 

 The right Cyber talent gap 

 Uninformed employees 

 Lack of budget 

 Weak credentials 

 Mobiles devices and apps 

The Solutions 

 Identifying the right security partners 

 Implementing continuous security awareness and training 

 Continuous and Comprehensive assessment on the current programs 

 Purchasing latest detection and response tools 

 Carrying out highly practical and rigorous customer awareness programs. 

 

CONCLUSION 

Establishing practical cyber security defense mechanisms for banks might seem to be difficult 

task, especially from the Human Resources point of view as even any minute mistake can have 

severe repercussions. However, by establishing comprehensive training and security awareness 

sessions to the employees as well as the customers and creating strategic tools and 

competencies, hiring the right cyber-security talent, and implementing the right policies, banks 

can be secured from cyber-attacks. 

The Human Resource department of a bank is responsible for not only updating employees' 

attitudes toward cyber hygiene but also making sure all the policies are strictly followed by 

continuous observation. Hence, the Human Resource department mustn't be complacent or 

compromise from focusing on the most trending, latest issues. After all, it is the responsibility 

of the HR department to make sure the entire bank employees/customers are complying by the 

security rules. 
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